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To amend the Homeland Security Act of 2002 to establish in the Cybersecu-
rity and Infrastructure Security Agency the National Cyber Exercise
Program, and for other purposes.

IN THE SENATE OF THE UNITED STATES

OCTOBER 19, 2021
Ms. ROSEN (for herself, Mr. Sassg, and Mr. KiING) introduced the following
bill; which was read twice and referred to the Committee on Homeland
Security and Governmental Affairs
DECEMBER 19, 2022
Reported by Mr. PETERS, with an amendment

[Strike out all after the enacting clause and insert the part printed in italic]

A BILL

To amend the Homeland Security Act of 2002 to establish
in the Cybersecurity and Infrastructure Security Agency
the National Cyber Exercise Program, and for other
purposes.

1 Be it enacted by the Senate and House of Representa-

2 twes of the Unated States of America in Congress assembled,
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SECTION 1. SHORT TITLE.
et
SEC. 2. NATIONAL CYBER EXERCISE PROGRAM.

“G) based on eunrrent risk assess-

nfrastracture network resultine from =
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“lit) desiened to provide for the ses-
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al strateey or plan; and
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seetioh entterator and headine to read as fol-
tows:

INFERNET DOMAIN;

and
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SECTION 1. SHORT TITLE.
This Act may be cited as the “CISA Cyber Exercise
Act”.
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SEC. 2. NATIONAL CYBER EXERCISE PROGRAM.

(a) IN GENERAL—Subtitle A of title XXII of the

Homeland Security Act of 2002 (6 U.S.C. 651 et seq.) is

amended by adding at the end the following new section:

“SEC. 2220A. NATIONAL CYBER EXERCISE PROGRAM.

“(a) ESTABLISHIMENT OF PROGRAM.—

“(1) IN GENERAL.—There is established in the

Agency the National Cyber Exercise Program (re-

ferred to in this section as the ‘Exercise Program’) to

evaluate the National Cyber Incident Response Plan,

and other related plans and strategies.

“(2) REQUIREMENTS.—

“(A) IN GENERAL.—The Exercise Program

shall be—
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“(1) based on current risk assessments,
mecluding  credible  threats, vulnerabilities,
and consequences;

“(1n) designed, to the extent prac-
ticable, to simulate the partial or complete
meapacitation of a government or critical
wmfrastructure network resulting from a
cyber incident;

“(111) designed to provide for the sys-
tematic evaluation of cyber readiness and

enhance operational understanding of the
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cyber icident response system and relevant
mformation sharing agreements; and

“w) designed to promptly develop
after-action reports and plans that can
quickly incorporate lessons learned into fu-

ture operations.

“(B) MODEL EXERCISE SELECTION.—The
Exercise Program shall—

“(1) include a selection of model exer-
cises that government and private entities
can readily adapt for use; and

“(11) aid such governments and private
entities with the design, vmplementation,
and evaluation of exercises that—

“(I) conform to the requirements
described in subparagraph (A);

“(I1) are consistent with any ap-
plicable national, State, local, or Trib-
al strategy or plan; and

“(I11) provide for systematic eval-
uation of readiness.

“(3) CONSULTATION.—In carrying out the Exer-
cise Program, the Director may consult with appro-
priate representatives from Sector Risk Management

Agencies, the Office of the National Cyber Director,
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cybersecurity research stakeholders, and Sector Co-

ordinating Councils.

“(b) DEFINITIONS.—In this section:

“(1) StATE.—The term ‘State’ means any State
of the United States, the District of Columbia, the
Commonwealth of Puerto Rico, the Northern Mariana
Islands, the United States Virgin Islands, Guam,
American Samoa, and any other territory or posses-
sion of the United States.

“(2) PRIVATE ENTITY.—The term ‘private entity’
has the meaning given such term in section 102 of the
Cybersecurity Information Sharing Act of 2015 (6
US.C. 1501).

“(c) RULE OF CONSTRUCTION.—Nothing in this sec-
tion shall be construed to affect the authority or responsibil-
wties of the Admanistrator of the Federal Emergency Man-
agement Agency pursuant to section 648 of the Post-
Katrina Emergency Management Reform Act of 2006 (6
US.C. 748).”.

(b) CLERICAL AMENDMENT.—The table of contents in
section 1(b) of the Homeland Security Act of 2002 is
amended by iserting after the item relating to section 2217

the following:

“Sec. 2220A. National Cyber Exercise Program.”.
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